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Part I

Service Provider Subpoenas Under the DMCA

As reported in the Spring 2003 Report, industry participants and the courts are still struggling to apply the 1998 Digital Millennium Copyright Act (the “DMCA”).  Through the DMCA, Congress clarified the role of copyright law on the Internet, developed a system for Internet service providers to designate an “agent” to receive complaints of infringement and created several “safe harbors” for ISPs to avoid liability for their customer’s infringements.  At the same time, however, Congress gave artists a right to issue a subpoena to a service provider to learn an alleged infringer’s identity if the artist had reason to believe that the infringer was using the services of the ISP to infringe the artist’s work.
   

1.
DMCA Service Provider Subpoenas
Title II of the DMCA contains a subpoena provision at 17 U.S.C. 512(h) providing that “[a] copyright owner or a person authorized to act on the owner's behalf may request the clerk of any United States district court to issue a subpoena to a service provider for identification of an alleged infringer.”
  No lawsuit need be filed as a prerequisite to the court’s issuance of the subpoena; rather, all that need be provided is a copy of the notification described 17 U.S.C. 512(c)(3)(A), a proposed subpoena, and a sworn declaration to the effect that “the purpose for which the subpoena is sought is to obtain the identity of an alleged infringer and that such information will only be used for the purpose of protecting rights under this title.”
  Note also that any United States District Court may issue the subpoena.

2.
RIAA v. Verizon

As reported in the Spring Report, on July 24, 2002, the Recording Industry Association of America (“RIAA”) obtained a subpoena under Section 512(h) out of the United States District Court for the District of Columbia and served it upon Verizon Internet Services, Inc., (“Verizon”), seeking to identify an alleged infringer operating from a specific IP address on Verizon’s network.
  Verizon refused to comply with the subpoena, asserting that because “[n]o files of the Customer are hosted, stored or cached by [Verizon],” it need not respond.
  A series of correspondence between Verizon and RIAA followed, the net result of which was that RIAA filed a motion to compel Verizon’s compliance on August 20, 2002, in the same court out of which the subpoena originally issued.

On January 21, 2003, the district court granted RIAA’s motion, observing that, “[t]he question . . . is whether the "service provider" repeatedly referenced in subsection (h) is limited to one described by subsection (c) or instead includes those described in subsections (a), (b) and (d) of section 512 as well.”
  In finding, that all “service providers,” as defined, were subject to a DMCA subpoena, the court held that “the subpoena power in 17 U.S.C. § 512(h) applies to all Internet service providers within the scope of the DMCA, not just to those service providers storing information on a system or network at the direction of a user.”

Verizon has appealed the ruling and, initially at least, obtained a stay pending appeal.
  Later, however, the district court dissolved the stay.
  Verizon’s appeal is currently scheduled for oral argument before the D.C. Court of Appeals on September 16, 2003.
  

3.
Pacific Bell Internet Services v. RIAA

While Verizon waits for its appeal to be heard, the ISP subsidiary of another Baby Bell, Pacific Bell Internet Services (“PBIS”) has taken a proactive approach, filing suit against the RIAA and other parties using the DMCA’s subpoena powers, in the U.S. District Court for the Northern District of California.
  PBIS’s complaint recasts many of the same arguments used by Verizon, but with some better evidence that the DMCA’s subpoena provisions can be abused and with some novel legal arguments.  

PBIS’s complaint accuses RIAA, as well as two other defendants, of mis-using the DMCA’s subpoena provisions.  The other two defendants are Titan Media (described by PBIS as “a purveyor of pornographic materials over the Internet”) and Media Force.  According to the Complaint, Media Force describes itself as “the largest provider of online anti-piracy solutions”.  If that is so, then Media Force is one of many private commercial entities who affirmatively search for copyright infringers and then initiate legal proceedings against them in hopes of earning a bounty from the copyright owner.  This kind of “blunderbuss” approach, pursuing any and all potential infringers without regard to their size or materiality, of course, generates huge numbers of subpoenas and has become a sore point for carriers like PBIS.  

In its complaint, PBIS claims:

On information and belief, MediaForce is a kind of copyright “bounty hunter.”  It employs automatic search engines (robots or “bots”) to search the Internet for specific word combinations that it believes suggest the present of copyrighted materials.  Its corporate description indicates that it “track[s] down all popular distribution mediums including P2P networks, IRC, FTP sites, auction sites, newsgroups, and web sites.”  In 2002 PBIS and its affiliated Internet service providers received more than 16,700 DMCA notices from Media Force alone.  The vast majority of these notices are not proper in that they are related to conduit functions, over which PBIS has no control because the complained-of files reside on the user’s computer rather than on PBIS network or systems.  . . . . The continuing stream of improper 17 U.S.C. 512 notifications places a substantial burden on PBIS.  Further, if MediaForce converts even a small percentage of the improper notices into subpoenas under the purported authority of 17 U.S.C. 512(h), PBIS will be overwhelmed with such requests.  

One of PBIS’ arguments is that the DMCA subpoena provisions are unconstitutional under Article III of the Constitution because the Act purports to grant jurisdiction to the U.S. District Courts over the recipient of the subpoena “in the absence of a pending case or controversy.”  This seems to be a novel argument.  While it is not clear whether Verizon raised the argument in its briefs, the District Court in the Verizon case certainly did not address the question of the DMCA’s constitutionality under Article III of the Constitution.
  

While this case is only recently filed, it does signify a counterstrike in this war between the larger carriers and the RIAA over DMCA subpoena powers.  We will continue to follow this case for future reports.  
Part II

Ninth Circuit Extends CDA Immunity


The Communications Decency Act, codified at 47 U.S.C. 230 et seq., creates an important statutory immunity for “interactive computer service[s]”.  That immunity was extended in an important way by the Ninth Circuit in Carafano v. Metrosplash.com, Inc., ______ F.3d _______, 2003 WL 21920246 (9th Cir. 2003).  

1.
The Statute

The Communications Decency Act of 1996 had two basic purposes: to promote the free exchange of information and ideas over the Internet and to encourage voluntary monitoring efforts to curb obscenity.
  To achieve the first goal, Congress created a statutory immunity for “interactive computer service” providers:

“No provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provider by another information content provider.”  47 U.S.C. 230(c)(1).  

By immunizing service providers, such as Web hosts and ISPs, Congress hoped to encourage the growth of the Internet by preventing plaintiffs from bringing suits for publication-related claims against the service providers who acted as mere conduits of the information (rather than against the actual publishers of that information).


The statute defined the following key terms:

“The term ‘interactive computer service’ means any information service, system, or access software provider that provides or enables computer access by multiple users to a computer server, including specifically a service or system that provides access to the Internet and such systems operated or services offered by libraries or educational institutions.”  47 U.S.C. 230(f)(2).  

“The term ‘information content provider’ means any person or entity that is responsible, in whole or in party, for the creation or development of information provided through the Internet or any other interactive computer service.”  47 U.S.C. 230(f)(3).  


Several cases applied the Act’s immunity provision, awarding summary judgment for ISPs and web hosting companies when plaintiffs sought to hold them liable for the actions of their customers.  See, e.g., Zeran v. America Online, Inc., 129 F.3d 327 (4th Cir. 1997) cert. den. 524 U.S. 937, 141 L.Ed.2d 712, 118 S.Ct. 2341 (1998) (affirming grant of summary judgment in favor of service provider where plaintiff sought to hold service provider liable for allegedly defamatory claims of third party posted on bulletin board hosted by service provider), and Ben Ezra, Weinstein & Co. v. America Online, Inc., 206 F.3d 980 (10th Cir. 2000) cert. den. 531 U.S. 824, 148 L.Ed. 2d 33, 121 S. Ct. 69 (2000) (affirming grant of summary judgment in favor of service provider where plaintiff sought to hold service provider liable for allegedly defamatory or false information provided by an information content provider through the service provider’s services).


Although it is not yet clear where the CDA’s immunity ends with respect to claims that involve intellectual property,
 courts have been unanimous in upholding the immunity of Web hosts and ISPs in connection with claims for defamation, privacy and other non-intellectual property publication-related torts.  


What distinguishes the Ninth Circuit’s decision in Metrosplash from previous cases, however, is the extent to which that court refined the definition of “interactive computer service” to include the operator of a Web site where the content at issue was provided by an Internet user rather than by the Web site operator.  

2.
Carafano v. Metrosplash

The facts of the Metrosplash case give an interesting insight into the unseemly world that often gives rise to claims involving Web site operators.  Metrosplash was the operator of a commercial Internet dating service at www.matchmaker.com.  Through this service, individuals could submit personal information, pictures of themselves and other information to attract other individuals who might like to date them.  Metrosplash offered the service for free for a limited promotion period and thereafter charged a fee.  This allowed some individuals to submit information about themselves, without identifying themselves to Metrosplash by providing a credit card, etc.


Metrosplash collected information from participants through an online questionnaire.  The questionnaire asked for descriptive information, such as age, sex, appearance and interests.  The service also asked “essay questions” that allowed participants to enter any information they wanted.  Metrosplash had policies that prohibited participants from posting their last names, phone numbers or email addresses (thereby preventing participants from contacting each other outside of the service) and Metrosplash reviewed photographs for propriety.  Apart from these restrictions, however, participants were free to submit any information they wanted, and Metrosplash did not undertake to confirm the accuracy of any of that information.


It appears that an unknown person, using a computer in Germany, created a profile with the name “Chase529”.  That profile included a photograph of the plaintiff, Christine Carafano, who is also known by her stage name “Chase Masterson”.  The plaintiff is a popular actress, having appeared in various television shows and movies.  Pictures of the plaintiff are available on the Internet.  The profile included both a picture of the plaintiff, as well as explicit sexual information, suggesting that the plaintiff wanted to be propositioned for violent sex by other participants in the Matchmaker service.  The profile also included an email address on the Yahoo! domain.  When a person sent an email to this email address, that person would receive a reply that included the plaintiff’s home address and other contact information.  The parties to the case did not indicate who it was that created this profile of the plaintiff or how it was that this person came to have the plaintiff’s home address.  


Some time after this profile appeared on the Matchmaker web site, the plaintiff received a number of offensive solicitations, both through the mail and by telephone.  The plaintiff also believed that she was being stalked by persons outside her home.  The plaintiff contacted the Matchmaker web site, which removed the Chase529 profile in a matter of hours.  Thereafter, plaintiff filed suit against Metrosplash under theories of defamation, invasion of privacy and negligence.


Metrosplash obtained summary judgment as to all of plaintiff’s counts for reasons unrelated to the CDA.
  The trial court rejected plaintiff’s privacy claim on the grounds that her home address was “newsworthy” and that Metrosplash had not acted with “reckless disregard” of plaintiff’s privacy.  The trial court rejected plaintiff’s other claims on the theory that plaintiff had not shown that Metrosplash had acted with actual malice.
  The trial court rejected Metrosplash’s claim for CDA immunity, however, because it reasoned that, by contributing to the format of the profile’s content, Metrosplash had acted as a content provider, rather than as a provider of an interactive computer service that would be entitled to immunity under the CDA.


The Ninth Circuit affirmed the trial court’s holding, but clearly distinguished its reasoning from the trial court, going so far as to note in a footnote that it neither approved not disapproved of the trial court’s rationale.  The Ninth Circuit’s rationale, to the contrary, centered on the definition of “information content provider” and whether Metrosplash’s role as the provider of the Matchmaker Web site rendered Metrosplash responsible for the publication of plaintiff’s profile.


The Ninth Circuit began its reasoning with its recent opinion in Batzel v. Smith.
  In Batzel, the court had extended CDA immunity to the publisher of an Internet newsletter that was distributed by e-mail.  The plaintiff in Batzel claimed that defendant Smith had sent a defamatory e-mail to co-defendant Tom Cremers and the Netherlands Museums Association.  Cremers published a newsletter for the Association that consisted of information about art, with an emphasis on art allegedly confiscated from Jews during the holocaust.  Defendant Smith had sent an email to Defendant Cremers, alleging that Plaintiff Batzel was a descendant of Heinrich Himmler and possessed various pieces of art that had been confiscated during World War II.  Defendant Cremers re-published this e-mail as part of the Association’s newsletter via a listserv.   Plaintiff Batzel alleged that the e-mail was defamatory and that Defendants Cremers and the Association were liable for its publication.  Defendants Cremers and the Association sought immunity under the CDA.


The Ninth Circuit held that Cremers could be entitled to CDA immunity only if he could reasonably have concluded that Smith, the author of the allegedly defamatory e-mail, intended to have that e-mail republished in Cremers’ newsletter.  The Ninth Circuit held:

“that a service provider or user is immune from liability under Sec. 230(c)(1) when a third person or entity that created or developed the information in question furnished it to the provider or user under circumstances in which a reasonable person in the position of the service provider or user would conclude that the information was provided for publication on the Internet or other “interactive computer service.””

The Ninth Circuit vacated the district court’s contrary order and remanded the case “for further proceedings to develop the facts under this newly announced standard and to evaluate what Cremers should have reasonably concluded at the time he received Smith’s e-mail.”
  


In Metrosplash, the Ninth Circuit took the reasoning of Batzel one step further, in an opinion joined by all three judges.  In Metrosplash, the Ninth Circuit characterized its decision in Batzel as “join[ing] the consensus developing across other courts of appeals that Sec. 230(c) provides broad immunity for publishing content provided primarily by third parties.”
  It extended its analysis, reasoning that “so long as a third party willingly provides the essential published content, the interactive service provider receives full immunity regardless of the specific editing or selection process.”
  The court even offered a glimpse of future litigation, reasoning in dicta that “even assuming Matchmater could be considered an information content provider, the statute precludes treatment as a publish or speaker for ‘any information provided by another information content provider.’  The statute would still bar Carafano’s claims unless Matchmaker created or developed the particular information at issue.”
  Presumably, under the rule in Metrosplash, an interactive computer service has complete immunity under the CDA for any content that is provider by any other content provider for republication through the interactive computer service.


One interesting aspect of the Ninth Circuit’s decision in Metrosplash, however, is that the court seems to jettison the “reasonable intentions” element of its decision in Batzel.  In Batzel, the Ninth Circuit remanded the case for the trial court to determine whether the author of the allegedly defamatory email reasonably should have understood that his email would be re-published in the defendant’s newsletter.  In Metrosplash, although it would have been easy to conclude that the perpetrator of the identity theft intended the Chase529 profile for publication (indeed, it was the publication of such profiles that was the essence of Matchmaker’s interactive computer service) the Ninth Circuit made no mention of this consideration in its decision.  Somewhat to the contrary, the Ninth Circuit seemed to conclude “so long as a third party willingly provides the essential published content, the interactive service provider receives full immunity regardless of the specific editing or selection process.”
  While a determination of the perpetrator’s intentions probably would not have affected the outcome of the case, the Ninth Circuit tantalizingly suggested a different standard under Metrosplash (i.e. “willingly provided”) in contrast to the “reasonably expected” standard under Batzel.  

Part III
Consumer Internet Issues

1.
Identity Theft - FTC Report

On September 3, 2003, the FTC released a survey regarding identity theft in the US.  The survey indicated that 27.3 Americans were victims of identity theft over the past 5 years
 and, of those victims, 13% reported their information was taken “from a credit card receipt or during a purchase, or through purchases made over the Internet, mail or phone.”
  Given the fact that almost one-third (9.9 million) of the occurrences happened in the last year of the 5-year survey, identity-theft appears to be increasing with each year.
  

In an effort to combat these incidents, the FTC established the “ID Theft Program” which provides information about identity theft and a system through which victims can report identity theft complaints. 
  


The FTC suggests that victims of identity theft take the following four steps:

1. Contact the fraud departments of any one of the three major credit bureaus
 to place a fraud alert on your credit file. The fraud alert requests creditors to contact you before opening any new accounts or making any changes to your existing accounts. As soon as the credit bureau confirms your fraud alert, the other two credit bureaus will be automatically notified to place fraud alerts, and all three credit reports will be sent to you free of charge.

2. Close the accounts that you know or believe have been tampered with or opened fraudulently. Use the ID Theft Affidavit
 when disputing new unauthorized accounts.

3. File a police report. Get a copy of the report to submit to your creditors and others that may require proof of the crime

4. File your complaint with the FTC. The FTC maintains a database of identity theft cases used by law enforcement agencies for investigations. Filing a complaint also helps us learn more about identity theft and the problems victims are having so that we can better assist you.
2.
Viruses – Sobig.f

In late August 2003, computer users’ inboxes were flooded with an email messages touting subject lines such as, “Thank You!,” “Re: Details” “Wicked Screensaver” or “Re:  That Movie” – many of which appeared to come from friends and family of the user.  It is estimated that approximately one in 17 emails sent between Monday August 18 and Thursday, August 21, were affected by the “Sobig.f” worm - making it one of the most widespread worms ever.
  On study found that viruses were responsible for more than $1 billion in damage in 2003.

Although, from the point of view of an infected computer, a “worm” seems very much like a “virus” to computer security experts and network service providers, there are some crucial distinctions.  “A worm is a computer program that has the ability to copy itself from machine to machine.  Worms normally move around and infect other machines through computer networks.  Using a network, a worm can expand from a single copy incredibly quickly.  For example the Code Red worm replicated itself over 250,000 times in approximately nine hours on July 19, 2001.”  

Worms work by finding a “hole” or vulnerability in a piece of software or operating system; by using that hole, worms infect a system and replicate themselves.
  Worms are distinguished from viruses by their diminished capacity to spread themselves by attaching to other, legitimate, software programs.
  

Individual computer users can protect their PCs against viruses, worms and other types of malicious software in a variety of ways.  Some of the most simple and common steps include:  

1. Maintain current virus protection software.  There are many types of virus protection software (e.g., McAfee VirusScan and Norton Antivirus) however, maintaining protection requires more than simply loading the software.  As new viruses are discovered, the anti-virus software publishes update their virus “definitions” by releasing upgrades or patches to their software programs.  To be protected, a subscriber to the anti-virus software needs to install each new upgrade or patch.  

2. Be wary of attachments and strange emails.  Computer users can reduce the risk of viruses by not using the email “preview pane”, deleting emails from unknown recipients and not opening unusual attachments, even if the attachments appear to be from a familiar source.   Be aware of common virus signs.  Common signs of a virus include:  unusual messages or displays on your monitor, unusual sounds or music played at random times, your system has less available memory than it should, a disk or volume name has been changed, programs or files are suddenly missing, unknown programs or files have been created, or some of your files become corrupted or suddenly don't work properly

3. Keep informed.  By reviewing popular security-related sites such as www.symantec.com, computer users can keep up-to-date on recent viruses, security breaches and other events that may affect the security of their computers. 

4. Backup your PC Often.  Finally, it is important to perform regular backups of important information so that in the event your system is compromised, your data can be recovered.

3.
Pending Anti-Spam Legislation

Studies show that 79% of Americans would like “spam” or unsolicited commercial email banned by law, 74% support a “do-not-spam” list, and 59% would like to see senders of spam or “spammers” punished by laws, courts or criminal penalties.  Internet Service Providers also appear to be fed up with spam.  In the past year, AOL, MSN and EarthLink have all filed civil suits against spammers based on various legal theories.  This Committee’s Spring 2002 Report contained an extensive discussion of anti-spam legal theories and state statutes.
  

Congress has also turned its attention to spam.  Currently, the  Reduce Spam Act
 and the Redistribution in Distribution of Spam Act
, or RID Spam Act, are both active in congress.  Both bills advocate an “opt-out” approach – marketers can send spam to consumers however, each message must include, and marketers must honor, a way to be removed from the marketer’s email list.

More recently Senator Charles Schumer, introduced the Stop Pornography and Abusive Marketing (SPAM) Act, which supports the creation of a national do-not-spam directory, special designations for children’s email addresses, and special subject lines for marketing communication to aid Internet Service Providers in detecting and filtering spam.
  

Given the number of current proposed solutions, it is difficult to determine if or when any anti-spam legislation will be enacted and, if so, what form it will take however, it is clear that Americans are concerned about spam and are eager to have action taken to stop the mail that floods their inboxes on a daily basis.  

4.
Security Breaches and Reactive Notification – New California Statute
Companies that maintain electronic personal information regarding California residents have a new privacy compliance obligation effective July 1, 2003. 
  In response to hackers gaining access to the state of California’s payroll database which contained personal and financial information on the state’s 265,000 employees, Gov. Gray Davis signed into law a bill requiring companies doing business in California, as well as, state agencies to disclose publicly any computer security breaches that involve the personal information of a California resident.  The new legislation protects consumers against identity theft and credit card fraud by requiring companies and state agencies to act quickly to disclose any breach in the security of a data system when the information that has been hacked is personal and not encrypted.  In the first session of the 108th Congress U.S. Senator Diane Feinstein (D-Calif.) introduced a bill that would require financial institutions to notify consumers if their personal data became compromised.
  The bill expired with the close of the session. 

A.
The Security Threat and Disclosure Dispute
Concerns over hacking range from protecting bank account information to ensuring the security of credit card purchases, from protecting executive travel itineraries to maintaining the confidentiality of prescription drug histories as well as a host of other personal information held in public and private databases.  Moreover, consumer fears of identity theft and security breaches cost web-based businesses substantial lost business opportunities.  The Gartner Group estimates that 86% of American adults admit that security and privacy concerns stop them from doing business on the Internet,
 and that concerns over privacy, security and fraud have prevented consumers from utilizing the internet for online bill payment.

Experts suggest that network intrusions have quadrupled in the past few years.
  Despite the criminal sanctions and serious consequences that attach to vandalizing Web sites, hacking persists with cult-like following.  In February, eight million credit card numbers were accessed by hackers attacking DPI, a payment processing company that handles transactions for VISA, MasterCard, Discover and American Express.  Recently, hackers worked for hours in a loosely coordinated effort in a “contest” to vandalize Internet sites and tally points in competition as a result.
  Aggressive law enforcement efforts directed toward hackers seem to have made little impact in the number of network intrusions.

To date, companies have wrestled with the decision about whether to disclose a security breach and its potential ramifications to consumers whose private data may have been compromised by the breach.
  Advocates of disclosure argue that immediate notification of any security breach minimizes the risk of harm from the attack.  Disclosure further aids in the investigation of an attack with the goal of thwarting future attacks by the same perpetrator.  Others express concern that disclosure raises a red flag for potential hackers by identifying system vulnerabilities before they can be resolved.  Disclosure also results in class action litigation,
 which exposes companies to the expense of civil litigation despite the fact that there may not have been actual harm to consumers resulting from the security breach.  

B.
California Favors Disclosure of Security Breaches

California favored disclosure presumably, at least in part, because identity theft is one of the fastest growing crimes in California.  The new California law, section 1798.2 of the Civil Code (the Act), also known as SB 1386, requires public disclosure of security breaches regardless of where the company is located or where the security breach occurs.  Starting in July, this first-of-its-kind law requires disclosure of any security breach to each affected resident in California whose unencrypted personal information was or is reasonably believed to have been acquired by an unauthorized person.  


The Act defines “Personal Information” as an individual’s first name or initial and last name in combination with one or more of the following “data elements,” where either the name or the data element(s) is not encrypted:  

· social security number 

· driver’s license number or California ID number

· account number, debit or credit number in combination with any required security code, access code or password that would permit access to a person’s financial account. 
    

The Act excludes encrypted data from its definition of personal information yet does not include a definition of what encryption means or what type of encryption is sufficient in the event of a security breach.  Certain methods of encryption offer limited protection against a security breach.  


Any unauthorized acquisition of computerized data constitutes a security breach under the Act so long as it compromises “the security confidentiality” or integrity of the information.  This includes more than attacks on networks by hackers.  For example, disclosure may be required in the event computer hard drives or disks are stolen that contain personal information. Several recent highly publicized thefts of computer hard drives results in the disclosure of thousands of names and social security numbers.  Under the new law, if any of those individuals whose personal information was stolen had been California residents, disclosure would have been required.


Recognizing that victims of identity theft must act quickly to minimize damage, the law requires that notice be made “in the most expedient time possible” and “without unreasonable delay.”  The need for speed is tempered by the requirements of law enforcement.  The California law requires that any disclosure of the security breach be “consistent with the legitimate needs of law enforcement” and with the time necessary to restore “reasonable integrity” to the affected data system.  This encourages companies to report security breaches to law enforcement while they decide whether and when to notify consumers.  


Failure to provide prompt notice may expose a company to a suit for damages.  The Act provides that consumers who have been injured by a violation of the law may bring a civil action for damages.  Claims under the Act may also be accompanied by claims of unfair business practices under state law or misrepresentation claims premised on violations of company privacy policies ensuring protection of consumer data.  Class action litigation will inevitably result from security breaches where unencrypted personal information is assessed.  

C.
An Emerging Standard of Care for Data Protection 

The Act creates an interesting conundrum for multi-state enterprises.  In the unfortunate event of a security breach, should a company discretely notify only its California customers?  Consumer advocates argue for full to disclosure for all customers not only California residents.  Other questions under the law are sure to arise as companies grapple with law enforcement demands and the meaning of “reasonable belief” that personal information has been acquired without authorization.  Any delay in disclosure may be used against companies in later litigation for damages and yet disclosure may not always be warranted immediately.

While the disclosure obligations in the Act impose new duties, companies that post privacy policies or are subject to privacy laws have been required to employ security measures to prevent, detect and monitor intrusions for some time now.  The FTC has aggressively targeted companies who fail to properly encrypt personal information when they have promised consumers that they have done so.
  A close reading of FTC complaints reveals a standard of care requiring storage of consumer information in an “unreadable, encrypted format at all times” and the implementation of procedures that ensure compliance not only with company privacy policies but also “reasonably foreseeable vulnerabilities in their website and computer networks.”
  FTC settlements in recent cases where posted privacy policies were breached further reveal the need to update written security policies, periodically monitor for risks and train employees on how to identify and manage security breaches.
  Likewise, settlements in privacy and security cases pursued by state attorneys general suggest the need for immediate action to suspend activities impacted by a security breach, investigate the cause of such an incident and take whatever remedial action may be warranted.

Privacy compliance has moved beyond the need for awareness, audit and oversight of the handling of confidential information.  The California statute’s disclosure requirement for the first-time subjects companies who are attacked to the additional public scrutiny regarding not only the details of the breach, but quite possibly their efforts to avoid such an intrusion from the start.  The rewards may be greater security awareness, increased public awareness of the deceptive tactics used by hackers and greater law enforcement to prevent future attacks.  Despite these possible advantages, the price of disclosure may be significant class action litigation burdens for companies that may be nothing more than victimized by criminal activities.

IV.
Update on Intel v. Hamidi (Law of Internet Trespass)

This committee previously reported on a case in which the California appellate court enjoined Kourosh Kenneth Hamidi, a former Intel employee, from sending emails criticizing Intel’s business practices to a group of Intel employees based on a trespass argument
.  On 6 occasions over two years, Hamidi sent the emails to his mailing list of Intel employees, which, at one time had approximately 35,000 recipients.
  

On June 30, 2003, the California Supreme court reviewed the issue de novo and reversed the Court of Appeals decision and found Hamidi’s emails constituted trespass to chattels by reasoning that a trespass to argument does not extended to electronic communication which “neither damages the recipient computer system nor impairs its functioning.”
  Intel’s claimed damage, loss of worker productivity, the court ruled, was not sufficient to find a trespass to chattels under California law.  In order to be actionable, the action by the defendant must have “caused some injury to the chattel or to the plaintiff’s rights in it.”

The court similarly rejected Intel’s arguments that because the relief sought was injunctive, the standard should be different and that the element of damage should not be essential to this action, stating that the plaintiff seeing injunctive relief must show that the “defendant’s wrongful acts threaten to cause irreparable injuries, ones that cannot be adequately compensated in damages.”
 

The Court spent a considerable time distinguishing the case at issue from various spamming or “spider” cases in which courts charged the defendant with trespass to chattels.  In CompuServe, Inc. v. Cyber Promotions, Inc.
, the court supported a trespass to chattel argument based on unsolicited mail sent through an ISP’s computer system based on the plaintiff’s showing that the spam “placed a ‘tremendous burden’ on the ISP’s equipment, using ‘disk space and drain[ing] the processing power.
   Similarly, in eBay, Inc. v. Bidder’s Edge, Inc.
 the court found that the potential harm from robotic automatic data collection (also known as “spiders”) could, if not prevented, have a significant impact on eBay’s systems.
   
In distinguishing the case at issue, the court found that “[I]n the decisions so far reviewed, the defendant’s use of the plaintiff’s computer system was held sufficient to support an action for trespass when it actually did, or threatened to, interfere with the intended functioning of the system, as by significantly reducing its available memory or processing power.”
  The court went on to state that such loss must be a “measurable loss”  - a temporary loss is not enough to support an action for trespass.

Although not a particularly favorable ruling for anti-spam advocates, the Intel court does more clearly delineate what constitutes trespass to chattels in the electronic community.  In addition, the court also provides Intel a glimmer of hope that it may succeed with a cause of action based on interference with “prospective economic relations”, or “defamation, publication of private facts or other speech based torts.”
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