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Part I

Service Provider Subpoenas Under the DMCA

One of the challenges to the growth of the Internet industry is the conflict of traditional copyright law with the operational needs of Internet service providers (“ISPs”).  Copyright law, at its heart, gives an author the right to control the duplication, performance or broadcast of the author’s original works.  The heart of the Internet, however, is a distributed network of computers, allowing users to access networked computers and the content contained on them with relatively few constraints.  Copyright law on the Internet is a legal battleground between the rights of artists to control their works and the prerogatives of Internet users to access content.  

Congress tried to fashion a compromise between these competing interests through the 1998 Digital Millennium Copyright Act, a broad-ranging piece of legislation with its most relevant provisions codified at 17 U.S.C. 512 (the “DMCA”).  Through the DMCA, Congress clarified the role of copyright law on the Internet, developed a system for Internet service providers to designate an “agent” to receive complaints of infringement and created several “safe harbors” for ISPs to avoid liability for their customer’s infringements.  At the same time, however, Congress gave artists a right to issue a subpoena to a service provider to learn an alleged infringer’s identity if the artist had reason to believe that the infringer was using the services of the ISP to infringe the artist’s work.
   

1.
DMCA Service Provider Safe Harbors
Of special interest to the Internet Industry is Title II of the DMCA, also called the Online Copyright Infringement Liability Limitation Act, which provides a safe harbor for service providers (generally, Internet Service Providers [“ISP’s”] and web hosts
) from liability for copyright infringement arising out of content they may host on their servers or allow to pass through their network.  The statute provides various safe harbors depending on the specific function performed by the service provider.
  For example, 17 U.S.C. 512(a) insulates a service provider
 from liability for copyright infringement by reason of its “transmitting, routing, or providing connections for, material through a system or network controlled or operated by or for the service provider, or by reason of the intermediate and transient storage of that material in the course of such transmitting, routing, or providing connections,” as long as the prerequisites at 17 U.S.C.  512(a)(1)-(5) are met.

Similarly, 17 U.S.C. 512(b) provides a safe harbor for “system caching,” defined as “the intermediate and temporary storage of material on a system or network controlled or operated by or for the service provider,” as long as the service provider
 observes the conditions found at 17 U.S.C. 512(b)(1)(A)-(C) and 512(b)(2).  Subsections (c) and (d) insulate those service providers providing information storage (like web hosting companies) and those providing information location tools (like search engines).  Subsection (e) provides a safe harbor for nonprofit educational institutions acting as a service provider under certain factual situations.

As a prerequisite to availing itself of any safe harbor, a service provider (a) must have stated policies regarding how it treats multiple or repeat infringers;
 (b) must accommodate and not interfere with standard technical measures used by copyright owners to identify or protect copyrighted works
, and (c), with respect to those safe harbor provisions requiring notice before a service provider must act, must place a statement on both its web site and the Copyright Office web site
 advising who acts as its designated agent for service of claims of copyright infringement under Section 512.

With respect to the subsection (b)-(e) safe harbors, notice seems to be the lynchpin of whether the service provider may claim the protection of the statute.  Once the service provider is on notice, it must take certain actions to maintain the exculpating effects of Section 512, such as “expeditiously . . . remov[ing] or disabl[ing] access to the material that is claimed to be infringing.”
  The contents of an effective notice are delineated at 17 U.S.C. 512(c)(3).  The notice must substantially comport with the statute; if it does not, it cannot be used in evaluating whether the service provider was on actual or constructive notice and thus required to act.
  If it complies with at least those parts of Section 512(c)(3) that require identification of the claimed infringing materials, the service provider must work with the complainant to assist it in providing a notice that does substantially comport with Section 512(c)(3).
  A service provider thus may not hide behind a notice that complies at least with the key provisions, e.g., a good faith declaration of validity and a statement under penalty of perjury, if it attempts to assert that it was not on notice.

A service provider that successfully avails itself of a safe harbor is protected from monetary liability for copyright infringement and may be subject only to an injunction.
  Similarly, a service provider is insulated from liability based on the service provider’s good faith disabling of access to or removal of material of activity claimed to be infringing,
 except that in cases affecting a Section 512(c) service provider, e.g., one that provides storage of material on a system or network under its control or operation, that service provider must timely restore disabled or suspended content if it receives a valid counternotifcation pursuant to 17 U.S.C. Section 512(g)(3).

2.
DMCA Service Provider Subpoenas
To assist a copyright owner in its enforcement activities, Title II of the DMCA contains a subpoena provision at 17 U.S.C. 512(h) providing that “[a] copyright owner or a person authorized to act on the owner's behalf may request the clerk of any United States district court to issue a subpoena to a service provider for identification of an alleged infringer.”
  No lawsuit need be filed as a prerequisite to the court’s issuance of the subpoena; rather, all that need be provided is a copy of the notification described 17 U.S.C. 512(c)(3)(A), a proposed subpoena, and a sworn declaration to the effect that “the purpose for which the subpoena is sought is to obtain the identity of an alleged infringer and that such information will only be used for the purpose of protecting rights under this title.”
  Note also that any United States District Court may issue the subpoena.

3.
RIAA v. Verizon

Recently, interests representing the recording industry have tried to test the bounds of the Section 512(h) subpoena powers in a way that imposed a significant burden on the service providers.  On July 24, 2002, the Recording Industry Association of America (“RIAA”) obtained a subpoena under Section 512(h) out of the United States District Court for the District of Columbia and served it upon Verizon Internet Services, Inc., (“Verizon”).  The subpoena sought information sufficient to permit RIAA to identify an alleged infringer operating from a specific IP address on Verizon’s network.
  Specifically, the subpoena sought the subscriber’s name, address and telephone number.
  The RIAA alleged that the subscriber was operating a peer-to-peer file sharing software known as KaZaA over the Verizon network, and that through this file sharing instrumentality the subscriber was allowing third parties to download copyrighted songs owned by RIAA’s member artists.

Verizon refused to comply with the subpoena, asserting that because “[n]o files of the Customer are hosted, stored or cached by [Verizon],” it need not respond.
  A series of correspondence between Verizon and RIAA followed, the net result of which was that RIAA filed a motion to compel Verizon’s compliance on August 20, 2002, in the same court out of which the subpoena originally issued.

Verizon resisted the subpoena, based on both a construction of the statute that it, as a Section 512(a) service provider, is not subject to the subpoena because it merely provides transitory digital network communications and offers no storage of data as a Section 512(c) service provider would
 and because of the tremendous administrative burdens that would rest upon service providers if forced to respond to subpoenas issued without the necessity of a lawsuit being filed.
  Verizon was joined by a number of amici, including the Electronic Frontier Foundation (“EFF”), the US Internet Service Provider Association, Yahoo!, Inc.,  and the Privacy Rights Clearinghouse.  The amici have argued variously that RIAA’s reading of the statute will result in serious abuses of the subpoena power;
 that the statute violates the Constitutional right to anonymous speech;
 and that an adequate discovery mechanism already exists through John Doe lawsuits.  To that end, the EFF amici argued:

RIAA is not foreclosed from pursuing alleged infringers or learning their identities.  All RIAA needs to do is file a simple lawsuit or seek pre-litigation discovery under the Federal Rules of Civil Procedure.  Lawsuits with fictitiously named defendants are permitted when the plaintiff is unable to otherwise identify the defendant.  See Rosenberg v. Crandell, 56 F.3d 35, 37 (8th Cir. 1995) (permitting a suit naming fictitious parties as defendants to go forward because the allegations in the complaint were specific enough to permit the identity of the party to be ascertained after reasonable discovery).  In fact, such suits are so common, they are routinely called John Doe cases.  With the advent of the Internet, such cases have become practically routine.

RIAA’s argument was succinct: the statute is clear and unambiguous.  RIAA encouraged the court to enforce Section 512(h) literally:

This is the first case to address the scope of [Section] 512(h) only because Verizon is the first service provider that, to RIAA’s knowledge, has chosen to defy the plain text of the DMCA.  But Verizon’s newly minted legal position is baseless.  Nothing in [Section] 512(h) limits DMCA subpoenas to material [residing] on a service provider’s “system or network,” nor would such a limitation make any sense.

On January 21, 2003, the district court granted RIAA’s motion, observing that, “[t]he question . . . is whether the "service provider" repeatedly referenced in subsection (h) is limited to one described by subsection (c) or instead includes those described in subsections (a), (b) and (d) of section 512 as well.”
  In finding, that all “service providers,” as defined, were subject to a DMCA subpoena, the court held that “the subpoena power in 17 U.S.C. § 512(h) applies to all Internet service providers within the scope of the DMCA, not just to those service providers storing information on a system or network at the direction of a user.”

The court dismissed Verizon’s narrow reading of the statute as “strained,”
 finding that, “[t]he holistic character of statutory construction requires an examination of all relevant text, and of language as well as structure. . . . Not only the language but also the structure of the DMCA dispenses with the contentions advanced by Verizon.”
  In short, the plain language of Section 512(h) applied to all “service providers” and not just service providers who provided data storage.  
The court reasoned that the drafters were well aware of the potential of the Internet as a copyright infringement tool, and intended the DMCA to address the situation:

Due to the ease with which digital works can be copied and distributed worldwide virtually instantaneously, copyright owners will hesitate to make their works readily available on the Internet without reasonable assurance that they will be protected against massive piracy. . . . [This legislation] will facilitate making available quickly and conveniently via the Internet the movies, music, software, and literary works that are the fruit of the American creative genius.



The court reasoned that if the statute’s purpose was to provide copyright owners a mechanism to fight digital piracy, Verizon’s construction would thwart that purpose by exempting a whole category of service providers like Verizon, who fall under subsection (a) as providers of transitory digital network communications, from the subpoena requirement under subsection (h).  The court held that, “[t]here is no logical connection between the line Verizon seeks to draw and the objectives Congress sought to achieve through the DMCA.  Verizon's reading would thus undermine the balance Congress established in the DMCA, and does not comport with the Act's purpose and history.”

Verizon had also argued that the easy availability of the subpoena power would permit copyright owners to overwhelm service providers like Verizon with a flood of subpoenas.  The subpoena power would not only impose an expensive burden on the service provider, but would also provide no safeguard to the right of the service provider’s subscribers to remain anonymous.  Verizon argued that, instead of having a subpoena power, an aggrieved copyright owner should be required to file a complaint against John Doe (the unnamed infringer), and then issue a third-party subpoena to the service provider pursuant to Federal Rule of Civil Procedure 45.  The service provider would then inform John Doe (its customer) of the lawsuit.  Under this process, Verizon asserted, there would be protections, both procedural and substantive, for the user's rights, and service providers would have the opportunity to seek to quash the subpoena.

The court again found this argument to be at odds with the stated purpose of the DMCA to offer expeditious remedies to an aggrieved copyright holder: 

The additional burden on copyright owners . . . would be considerable, given the effort and expense associated with pursuing such John Doe suits in court.  Congress has noted the vast extent of copyright piracy over the Internet, and growing numbers of suits involving disputes over the sufficiency of allegations of infringement and other issues would, in turn, likely undermine the determination of copyright owners to prosecute such actions.  Importantly, the time and delay associated with filing complaints and pursuing third-party subpoenas in court would undermine the ability of copyright owners to act quickly to prevent further infringement of their copyrights.  That is at odds with the design of Congress through the DMCA, which commands "expeditious" issuance of and response to subpoenas.

Verizon has appealed the ruling and obtained a stay pending appeal, subject to a further stay hearing on February 13, 2003.
   Interestingly, it appears that other ISPs are treating the temporary stay as a de facto injunction and are seemingly declining to comply with Section 512(h) subpoenas pending the outcome of the hearing.
  The case has broad implications for all “service providers” under Section 512, and it raises many additional questions, such as the scope of the duty to preserve records and the standards whereby a movant may quash such a subpoena.  Given the burgeoning flow of Internet traffic and the increasing amount of peer-to-peer file sharing activity, it is inevitable the number of these subpoenas—and the concomitant burden on ISPs—will increase.

Part II

Screen Scrapers and the CFAA


The Internet facilitates the rapid spread of information and through e-commerce, competitors are able to read about, and get pricing information for, their competitor’s products with great speed.  One way that some competitors have collected information is through the use of “screen scrapers” or “bots”.  Each of these words describes a piece of software program that searches the Web, or a specified Web site, for particular pieces of data and then reports back to its sender what data it found.


One noteworthy case, Register.com, Inc. v. Verio, Inc., 126 F.Supp. 238, 254 (S.D.N.Y. 2000) involved Verio’s alleged use of bots to identify persons who had recently registered domain names through domain name registrar Register.com, Inc.  According to the complaint, Verio would then send solicitations for its web hosting services to the recent registrants.  Register.com succeeded in obtaining a preliminary injunction against the process, in large measure on the basis of its trademark claims and the disclaimer found on its Web site that purported to prohibit users from using bots to obtaining such information in a high-volume, automated fashion. 


More recently, however, the Court of Appeals for the First Circuit had the opportunity to discuss screen scrapers and bots even more directly in a decision that could have far-reaching impacts for Web site operators.  In EF Cultural Travel BV v. Zefer Corporation and Explorica, Inc., ____ F.3d _____ (1st Cir. 2003) (hereinafter “Zefer”) Defendant Zefer sought review of a preliminary injunction issued by the trial court.  Plaintiff was a travel agency Explorica was a competitor.  Explorica had hired Zefer, a software development company, to develop a screen scraping bot to collect pricing information from Plaintiff’s web site.  Plaintiff sought a preliminary injunction from the trial court against Explorica, based on a copyright theory as well as alleged violations of the Computer Fraud and Abuse Act, 18 U.S.C. 1030 (2000) (the “CFAA”).  


The district court granted Plaintiff’s motion for preliminary injunction not on a copyright theory, but on the narrow ground that Explorica’s use of a scraper bot violated the CFAA.  The injunction applied to Explorica and its agents and, for procedural reasons, the case came to the First Circuit on an appeal by co-defendant Zefer, which was enjoined as an agent of Explorica.


The First Circuit focused its ruling on the language of the CFAA which criminalizes and makes actionable:

“Whoever . . . knowingly and with intent to defraud, accesses a protected computer without authorization, or exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains anything of value, unless the object of the fraud and the thing obtained consists only of the use of the computer and the value of such use is not more than $5,000 in any 1-year period . . . shall be punished as provided in subsection © of this section.”  18 U.S.C. § 1030(a)(4).  

The statute defines “exceeds authorized access” as “to access a computer with authorization and to use such access to obtain or alter information in the computer that the accesser is not entitled so to obtain or alter.”  Id. § 1030(e)(6).  


Importantly, the First Circuit noted that, in the proceedings below, neither side had raised or briefed the issue of fraudulent intent.  The court reasoned, “At the outset, on might think that [Plaintiff] could have difficulty in showing an intent to defraud.  But Zefer did not brief the issue on the original appeal before bankruptcy.  In addition, there may be an argument that the fraud requirement should not pertain to injunctive relief.”  The court did not further analyze why the fraud requirement would not be a requirement in the context of injunctive relief.  The court ultimately decided to “bypass these matters and assume that the fraud requirement has been satisfied or is not an obstacle to the injunction.”  This issue could be fertile ground for other litigants in future cases.


Having bypassed the difficult question of fraudulent intent, the First Circuit stated that the issue was “whether use of the scraper “exceed[ed] authorized access.””.  The district court had answered this question affirmatively, adopting a “reasonable expectations” test.  The district court reasoned that if the published of the information reasonably expected that its computer would not be accessed by a scraper then this potential users of the scraper should be not authorized to use it.  The First Circuit disagreed with this rationale and expressly rejected the reasonable expectations test.


The First Circuit rejected the district court’s approach not because there should be a presumption that information on the Internet should be open and available, but rather because it ought to be fairly easy for information providers to clearly notify Internet users what actions are, and are not, permitted on their computers.  As the First Circuit wrote, “If EF wants to ban scrapers, let it say so on the webpage or a link clearly marked as containing restrictions.”  The court noted that many major Web sites have language in their legal notices that prohibits the use of scrapers on their sites.


Interestingly, although the First Circuit disagreed with the district court’s rationale, it denied Zefer’s appeal and affirmed the lower court’s holding, allowing the preliminary injunction to stay in place.  The court noted that the injunction specifically enjoined Explorica and was only applicable to Zefer so far as Zefer acted as an agent of Explorica.  The court noted that the injunction was properly granted against Explorica on grounds that extended beyond the CFAA.  The court seemed cognizant that its holding would primarily be of use to future parties, stating, “It is also of some use for future litigation among other litigants in this circuit to indicate that, with rare exceptions, public website providers ought to say just what non-password protected access they purport to forbid.”  


Another potential problem, however, also awaits future litigants who may seek injunctive relief to prevent parties from using scraper bots on their Web sites and that is the possible conflict between the First Circuit’s ruling in Zefer and the October 2002 decision of the Second Circuit Court of Appeals in Specht v. Netscape Communications Corp. and America Online, Inc., 2002 U.S. App. LEXIS 20714 (2d Cir. 2002).  As this Committee reported in its Fall 2002 Report, the Second Circuit’s opinion in Specht appears to narrow somewhat the circumstances in which a Web site operator can enforce its published Web site terms of use against a user.  The Second Circuit’s reasoning, applying California contract law, declined to enforce the Web site owners terms of use, concluding that “, “[r]easonably conspicuous notice of the existence of contract terms and unambiguous manifestation of asset to those terms by consumers are essential if electronic bargaining is to have integrity and credibility.”  Id.  While it may be possible to harmonize the First Circuit’s decision in Zefer with the Second Circuit’s decision in Specht, there is also the potential for conflict and that uncertainty may make it difficult for parties to understand their obligations under the CFAA in some situations until that potential conflict is resolved.  

Part III

HIPAA Update

In this Committee’s Fall 2002 Report, we discussed the 1996 Health Insurance Portability and Accountability Act (“HIPAA”) and the coming deadline for enforcing rules adopted by the Department of Health and Human Services (“DHHS”) under HIPAA.

DHHS announced its final HIPAA security standards on February 13, 2003
.  These standards protect individually identifiable health information when it is maintained or transmitted electronically.  They require that covered entities, that is, most health care providers, health plans and health care clearinghouses, establish procedures and mechanisms to protect the confidentiality, integrity and availability of electronic protected health information.  Covered entities, under this rule, must implement administrative, physical and technical safeguards to protect electronic protected health information. 

More Integrated Approach with the Privacy Rule.  To a much greater degree than the proposed security standards, the final security standards dovetail with the final privacy standards adopted by DHHS last year and scheduled to take effect for most covered entities on April 14, 2003. Unlike predecessor regulations, the two sets of standards use many of the same terms and definitions in order to make it easier for covered entities to comply.   As an example, the "chain of trust partner agreement" contained in the proposed regulations has been eliminated and the definition of "business associate contract" contained in the privacy regulations has been expanded to include concepts necessary to effectuate the security standards.  Other examples of an integrated approach include adoption of the "affiliated entity" and "hybrid entity" definitions into the security rule so that uses and disclosures of protected health information are tracked consistently for both privacy and security purposes.  In addition, plan documents must be amended for certain group health plans to include provisions requiring the employer/plan sponsor to implement appropriate measures to secure electronic health information, to ensure an electronic separation between the employer and the plan, and to report security incidents.  


More General Rather Than Prescriptive Approach.  The final security regulations are far less prescriptive than the proposed regulations.  Rather than utilizing a checklist approach to security implementation, the final standards offer more general guidelines.  In order to provide both flexibility and compliance guidance to covered entities, the security standards have implementation specifications that are either "required" or "addressable".  While a covered entity must meet all standards, how it addresses the implementation specifications when not required to implement a particular specification is through an organizational analysis as to whether or not a particular implementation specification is a reasonable and appropriate security measure to apply within its particular security framework.  As an example, the addressable implementation specification for the integrity standard calls for electronic mechanisms to corroborate that data have not been altered or destroyed in an unauthorized manner.  In a small provider's office, it might be unreasonable and inappropriate to make electronic copies of the data in question.  Rather it might be more practical and afford a sufficient safeguard to make paper copies of the data. 


Enhanced Emphasis on Security Management Processes.  Concern about September 11, noted in a few places in the preamble to the final security standards, has apparently resulted in an increased emphasis in the alignment of risk assessment and integration of security processes with technology. Covered entities are charged with regularly, on an as necessary basis, evaluating their security measures in light of existing threats and new technologies.  Not surprisingly, throughout the preamble, the computer security guidelines issued by the National Institute of Standards and Technology are referenced as the operative guidelines for security standards compliance.  (NIST is a non-regulatory federal agency within the U.S. Commerce Department's Technology Administration, which, through its Computer Security Division, sets the security standards for the federal government and all of its agencies.  It may very well, in the near future, become part of the new U.S. Department of Homeland Security.)

The security standards will be published as a final rule in the Feb. 20, 2003 Federal Register with an effective date of April 21, 2003.  Most covered entities will have two full years -- until April 21, 2005 -- to comply with the standards; small health plans will have an additional year to comply, as HIPAA requires.  DHHS' Centers for Medicare & Medicaid Services (CMS) will enforce the security standards, while DHHS's Office for Civil Rights will be enforcing the privacy rule.

� 	Part I prepared by Bradlee R. Frazer, Interland, Inc.  


� 	Part II prepared by Jonathan B. Wilson, Interland, Inc.


� 	Part III prepared by Betty Steele, Baker, Donelson, Bearman & Caldwell.  


� 	17 U.S.C. § 512(h).  





� 	See generally 17 U.S.C. § 512(k).





� 	See 17 U.S.C. § 512(n).





� 	For purposes of the Section 512(a) safe harbor, a “service provider” is defined as “an entity offering the transmission, routing, or providing of connections for digital online communications, between or among points specified by a user, of material of the user's choosing, without modification to the content of the material as sent or received.”  See 17 U.S.C. § 512(k)(1)(A).





� 	For purposes of the other safe harbors found in 17 U.S.C. §§ 512(b), (c),  (d) and (e), a “service provider” is defined as “a provider of online services or network access, or the operator of facilities therefore.”  See 17 U.S.C. § 512(k)(1)(B).





� 	17 U.S.C. § 512(i)(1)(A).





� 	17 U.S.C. § 512(i)(1)(B).





� 	See � HYPERLINK "http://www.copyright.gov/onlinesp/" ��http://www.copyright.gov/onlinesp/�; 17 U.S.C. § 512(c)(2).





� 	See, e.g., 17 U.S.C. § 512(c)(1)(C).





� 	17 U.S.C. § 512(c)(3)(B)(i).





� 	17 U.S.C. § 512(c)(3)(B)(ii)





� 	See ALS Scan, Inc., v. Remarq Communities, Inc., 239 F.3d 619, 625 (4th Cir. 2001).





� 	See, e.g., 17 U.S.C. § 512(a); (j).





� 	See 17 U.S.C. § 512(g).





� 	See 17 U.S.C. § 512(g)(2).





� 	17 U.S.C. § 512(h)(1).





� 	See 17 U.S.C. §512(h)(2).





� 	IP addresses are numerical strings assigned to computers connected to the Internet.  A person in possession of a computer’s IP address could in theory identify the person connected to the Internet through that computer at a particular date and time by seeking from the Internet Service Provider (“ISP”) the name of the subscriber using that IP address in that instance.  Blocks of IP addresses are allocated to ISP’s for their further dissemination and assignment to customers by an organization called the American Registry of Internet Numbers (“ARIN”).  For more information, see � HYPERLINK "http://www.arin.net/registration/index.html" ��http://www.arin.net/registration/index.html�.





� 	See Motion to Enforce July 24, 2002 Subpoena, p.7, August 20, 2002, (Case No. 1:02MS00323, United States District Court, District of Columbia), available at � HYPERLINK "http://www.eff.org/Cases/RIAA_v_Verizon/riaa_v_verizon_complaint.pdf" ��http://www.eff.org/Cases/RIAA_v_Verizon/riaa_v_verizon_complaint.pdf�.





� 	See Declaration of Scott E. Lebredo in Support of Opposition by Verizon Internet Services to Motion to Enforce Ex Parte Subpoena Issued July 24, 2002, p.2, August 30, 2002 (Case No. 1:02MS00323, United States District Court, District of Columbia), available at � HYPERLINK "http://www.eff.org/Cases/RIAA_v_Verizon/20020903_verizon_declaration_of_opposition.pdf" ��http://www.eff.org/Cases/RIAA_v_Verizon/20020903_verizon_declaration_of_opposition.pdf� (“Lebredo Declaration”).





� 	See Motion to Enforce July 24, 2002 Subpoena, p.8, August 20, 2002 (Case No. 1:02MS00323, United States District Court, District of Columbia), available at � HYPERLINK "http://www.eff.org/Cases/RIAA_v_Verizon/riaa_v_verizon_complaint.pdf" ��http://www.eff.org/Cases/RIAA_v_Verizon/riaa_v_verizon_complaint.pdf�.





� 	See id.





� 	See generally Brief of Amici in Support of Verizon’s Opposition to RIAA’s Motion to Enforce, August 30, 2002 (Case No. 1:02MS00323, United States District Court, District of Columbia), available at � HYPERLINK "http://www.eff.org/Cases/RIAA_v_Verizon/20020830_eff_amicus.pdf" ��http://www.eff.org/Cases/RIAA_v_Verizon/20020830_eff_amicus.pdf� (“EFF Brief”).





� 	See id; see also Lebredo Declaration, supra n. 25.  





� 	See generally Motion for Leave to File and Brief Amicus Curiae USISPA in Support of Respondent, September 12, 2002 (Case No. 1:02MS00323, United States District Court, District of Columbia), available at � HYPERLINK "http://www.eff.org/Cases/RIAA_v_Verizon/20020911_US_ISPA_amicus.pdf" ��http://www.eff.org/Cases/RIAA_v_Verizon/20020911_US_ISPA_amicus.pdf�; 





� 	See generally EFF Brief, supra n. 28.





� 	EFF Brief, supra n. 28, at 24. 





� 	EFF Brief, supra n. 28, at 3.





� 	See Memorandum Opinion, p.2, January 21, 2003 (Case No. 1:02MS00323, United States District Court, District of Columbia), available at � HYPERLINK "http://www.eff.org/Cases/RIAA_v_Verizon/20030121-riaa-v-verizon-order.pdf" ��http://www.eff.org/Cases/RIAA_v_Verizon/20030121-riaa-v-verizon-order.pdf�.





� 	See id.





� 	See id., p.13.





� 	Id.





� 	Id., p. 21, citing from S. Rep. No. 105-190, at 8.





� 	Id., p.23.





� 	Id., p.26.





� 	Order, supra note 34, at 3.  





� 	See RIAA’S Motion for Leave to File Supplemental Declaration, February 10, 2003 (Case No. 1:02MS00323, United States District Court, District of Columbia), available at � HYPERLINK "http://www.eff.org/Cases/" ��http://www.eff.org/Cases/� RIAA_v_Verizon/MotionLeaveFileSupplementalDeclaration.pdf.


� 	The court noted approvingly the language that AOL uses.  That language reads, “you may print or download one copy of the materials or content on this site on any single computer for your personal, non-commercial use, provided you keep intact all copyright and other proprietary notices.  Systematic retrieval of data or other content from this site to create or compile, directly or indirectly, a collection, compilation, database or directory without written permission from American Online is prohibited.”  AOL Anywhere Terms and Conditions of Use, � HYPERLINK "http://www.aol.com/copyright.html" ��http://www.aol.com/copyright.html� (last visited Jan. 14, 2003).  Since the court’s ruling in Zefer, some companies have adopted even more specific prohibitions, such as “Without limiting the generality of the foregoing, You will not use any systematic retrieval process including without limitation, scrapers, robots, or bots, to collect, create, or compile Content or other data from the Company Web site.”  Interland Web Site Terms and Conditions of Use, � HYPERLINK "http://interland.com/legal/termsuse/default.asp" ��http://interland.com/legal/termsuse/default.asp� (last visited March 12, 2003).  





� 	Press Release, � HYPERLINK "http://www.dhhs.gov/news/press/2003pres/20030213a.html" ��http://www.dhhs.gov/news/press/2003pres/20030213a.html�. 
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